A second high-profile onslaught occurred in late June. Known as Petya, it too crippled thousands
of computers around the world, including those at Russia’s largest oil producer, the pharmaceuti-
cal company Merck & Co. and Ukraine’s international airport. Many of the targets were located
in Ukraine, which blamed Russia for the attack. As with WannaCry, the hackers requested $300
per computer in bitcoin to release the encrypted data. Some experts, however, weren't sure raising
money was the actual purpose of the atrack. “A growing number of researchers believe the program

was launched just to destroy data,” the BBC reported.
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they’re covered in their
current insurance policies,
what they need to cover
and their risk profile. @

upper echelons of governments at all levels
in the country.

Among the questions raised in the na-
tion’s C-suites was one that, until recently,
had rarely been discussed: do we need cyber
and ransomware insurance to help protect
us if we become the next victim? “The issue
is more of a when, not an if,” says Ira Nish-

isato, a partner at Borden Ladner Gervais
LLP. “Attacks on networks and systems are

a daily occurrence for many organizations.
They range from fairly low-level attacks to
increasingly sophisticated ones that present
potentially serious consequences. I think
it’s fair to say, clients in Canada are increas-
ingly aware thar no one is immune.”

Faced with that chilling reality, an in-
creasing number of Canadian organiza-
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by a breach. “Globally, |cyber insurance]
has been increasing at double-digit rates,”
says Imran Ahmad, a partner at Miller
Thomson LLP, who specializes in cyberse-
curity. “In Canada, it's been less than seellar
in the recent past, bur it has picked up sig-
nificantly. We're having more and more cli-

ents ask about it because the coverage can
be so critical to their business operations.”

Canada is “still a nascent market, in my
experience” for cyber insurance, says Dean
Dolan, who focuses on information gover-
nance and privacy in the Toronto office of
Baker & McKenzie LLP. “The vast major-
ity of organizations do not [have it] and the
insurance industry in Canada is having a
tough time pricing it.”

Although there is a greater awareness of
the need for cyber insurance in the US —
the number of attacks and the numerous
class-action lawsuits resulting from breach-
es see to that — the market for such insur-
ance “is not as mature as you might hope,”

says Brian Hengesbaugh, chair of Baker

time it will become something that, as a
board, you want to make sure you have, just
in case. But I think it's still the early days.”
The City of Mississauga has cyber and
ransomware insurance, says City Solicitor
Mary Ellen Bench, who is President of the
International Municipal Lawyers Asso-
ciation. It also has a proactive approach to
protecting the city’s data, which includes
everything from health-care information
obrained from sporting permits to finan-
cial details provided by vendors and local
businesses, Protecting against voter fraud is
also a priority. “We've not had any signifi-
cant breaches, but we've had a couple of dif-
ferent chreats that our I'T people have been
quick to shut down fairly quickly.”
Although she agrees this kind of insur-
ance can be “hard to price ... and can have
a big deductible, I would not classify it as
cxtrcmcly cxpcnsivc.” In fact, says Greg
Eskins, National Cyber Practice Leader in
the Toronto office of Marsh, the interna-
tional insurance firm, pricing is becoming
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On the other hand, some ...
will come back in a couple of
months and ... try to exploit
another vulnerability. @

When the University of Calgary was at-
tacked in June 2016 and its computer sys-
tems coopted, it decided to pay a $20,000
demand (the university had cyber insur-
ance, including for ransomware). “Email
was available to all faculty and staff users
within five business days of the attack.”
Karen Jackson, General Counsel, said in
an email interview. “There is no indication
that any personal or other university data
was released to the public. The university
chose to pay ransom and obtain the de-
eryption keys to protect key rescarch and
information that may have been lost as a
resule of the encryption of laptops, desk-
tops and servers. We did not want to risk
the loss of a research scholar’s life’s work as
aresule of the attack.”
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ogy, at Christmas time, the burglars case
houses to sec whose lights are on and which
homes are dark. You want yours on.”

He also recommends that firms prevent
visitors from logging on to the firm’s net-
work. “Back in the day, we'd give them the
password to our Wi-Fi. You can't do that
anymore, For years, we have had a com-
pletely segregated network for guests.”

The City of Mississauga has installed its
own fibre optic lines for some of its most
vulnerable services, says Bench, rather than
using a telecom provider or having them
cloud-based. *I believe Toronto does this
for some services, too,” says Bench.

Determining risk is another key con-
sideration for an organization, One way to
assess vulnerability is to conduct what is
often referred to as a “white-hat” exercise
(also known as a red-team investigation),
in which outside experts are retained to ex-
plore whether they can breach the client’s
defence systems. The City of Mississauga,
as an example, followed this route. “Were

place, the better it will be able to respond
to any breaches that occur., It will also re-
sult in lower cyber insurance premiums. In
a December 2016 article, NetworkWorld.
com noted that, “Last year, U.S. insurers
carned $1B in cyber premiums. You can
minimize your premiums by showing your
insurance company you're actively mirigat-
ing cyber risks, which is a win-win: lower
your risk and secure a more cost-effective
insurance plan.”

Not only that, it will reduce the numer-
ous costs associated with investigating and
responding to a breach. “There are many
reports that say if you invest carly on you
will be saving two to three times after a
breach,” says Nishisato. “Do the calculus.
Nine times out of ten, if not ten of ten, it
makes more sense to spend a bit of time and
resources on the risk-management side. It
will help mitigate tons of your damages.”

Although notevery firm has the resourc-
es to spend a lot of money on prevention,
just preparing a simple document, which



includes an incident response plan and a
list of who to contact if a breach occurs, can
be incredibly helpful, says Charlene Ripley,
EVP and General Counsel at the promin-
ent  Vancouver-based mining company
Goldcorp Inc., which experienced a data
breach in 2016. “You don’t have the luxury
of time. If we had [our team of experts]
I'Clldy o gﬂ, we ‘V()Llld hHVC Sﬂvﬁd prCinLlS
time at the outset.”

Another way to establish effective pre-
ventative methods is one that might not
be apparent to most organizations: the
exchange of information. One of the chal-
lenges insurers and insureds face is that
“there’s not a ton of information-sharing
yet,” says Eskins.

One organization that chose a differ-
ent strategy is Goldcorp. When it was
breached, its response was a model of what
other victims might consider employing.
“We had an attacker who basically sent us
four extortion emails, each from a valid
internal Goldcorp email,” says Riplcy. “We
think [the hacker] first attacked and in-
fected our systems in 2015 and hung out
and waited, which is typical, for an oppor-
tune time to actack.”

In a dﬂcumﬂﬂt 'd'lﬂt was Pﬂstﬁd to a
public site, the hacker provided sample
data and a link to a full torrent download,
which measured 14.8 GB when uncom-
pressed. The data included information
such as employee performance and com-
pensation rates, bank account details and
clTIplU}’L‘C Passpﬂrt scans.

Goldcorp’s management team decided
it would noc negotiate with the hackers
and refused to pay any ransom (Goldcorp
declined to comment on whether it had cy-
ber insurance). Soon after, a large amount
of data was postcd ona public website, but
“we were able to ger it down,” says Ripley.
"Tt ook two weeks of effort, using all the
experts we hired, and we basically got them
excavated out of our system.”

What Goldcorp did next was extremely
proactive. Motivated by the knowledge
that others in the mining industry had
been targeted by hackers, in June 2016,
Goldcorp held a mining eybersecurity
roundrable with about a hundred members
of the mining industry and other related
sectors in Vancouver. “It was a forum for us
to share information to combat these types
of crimes by sharing what you know,” she

says. A year later, six of Canada’s 10 mining
companies formed the Mining and Metals
Information Sharing and Analysis Centre
w fuftl'lﬂ[' Cllhanfﬂ [hﬂ Cxcllﬁﬂgﬂ OF I-[]f()r'
mation on this rapidly evolving topic.
Divulging information on attacks that
expose a company’s vulnerabilities is not al-
ways appealing to many C-suite executives,
but new legislation in Canada will likely
force organizations to do just that. In June
2015, the federal government passed the
Digital Privacy Act, which will require enti-
ties that have experienced security breaches
to notify anyone whose information has
been compromised. By summer 2017, some
of the specifics of the legislation had yet to
be ironed out. “The devil will be in the de-
tails,” says Ahmad, “and we don’t know yet
exactly what all the requirements will be.”
Alberta, however, already has legislation in
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place governing disclosure.

It seems certain a new era in reporting
breaches will come to Canada, and orga-
nizations will face hefty fines if thcy fail
to comply. “Small and medium-sized cor-
porate clients are often more influenced by
legislative changes,” says Eskins. “The large
ones are typically not swayed by legislation.
They tend to do what makes business sense
no matter what,”

With attacksa daily occurrence through-
out the world, cyber insurance seems like
an almost mandatory requirement for
most firms and many government depare-
ments. Anyone thinking the problem
might go away should heed the words of
Baker & McKenzie’s Dean Dolan: “We're
all screwed, I chink, because ir’s going to be
a r‘:ﬂ.lly r()llgh FL'W YL'H.TS ﬂ.l‘lcﬂ.d‘ lt‘s gU] l‘lg o
get worse before it gets better,” &

CYBERSECURITY CHECK LIST

Ransomware and denial-of-service attacks are
on the rise. Here's how to prepare for the inevitable

RANSOMWARE IS THE FASTEST GROWING malware threat, according to a recent report
by the US Federal Bureau of Investigation. “On average, more than 4,000 ransomware
attacks have occurred daily since January 1, 2016. This is a 300-percent increase over
the approximately 1,000 attacks per day seen in 2015.” Such daunting statistics indicate
the need to do as much as possible to protect against such attacks. There are many
important steps that in-house counsel can take to shore up their defences, including:

“First of all, prepare a risk profile,” says Vanessa Coiteux at Stikeman Elliott LLP Doing
so Is important “to determine your weaknesses.” In addition, the risk profile should
include an incident response plan.

Utilize dedicated cybersecurity resources, says Ira Nishisato of Borden Ladner
Gervais, “Threats are constantly evolving and organizations of a certain size really need
dedicated cybersecurity resources and not simply someone in the IT department who
has a dozen other things to worry about every day.”

Establish a cybersecurity response team before an event happens, says Baker &
McKenzie's Brian Hengesbaugh. “Have your forensic specialists and external counsel on
hoard and [where applicable] call centres and credit monitoring [in place]. [The process]
can also show where PR and legal, for example, might not see things the same way.”
Run tabletop exercises, says Miller Thomson's Imran Ahmad. “Those meetings help
identify any issues and uncertainties in your organization.”

Know in advance where to obtain bitcoins, in case you decide to pay a ransom, says
Marsh’s Greg Eskins. “Do you have a bitcoin account? A bitcoin broker? Can we get, say,
$50,000 of bitcoin in a relatively short time, usually 24 to 72 hours?”

No matter how sophisticated your defences, it just takes one employee to click on a
phishing email and the hackers can get in, says Danny Schwartz of Lax 0'Sullivan Lisus
Gottlieb. “Employee training is critical. Make sure to include phones when protecting
your systems. Now there are lots of viruses on phones.”
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